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Build your defense against web attacks with Kali Linux 2.0

About This Book

Gain a deep understanding of the flaws in web applications and exploit them in a practical manner●

Get hands-on web application hacking experience with a range of tools in Kali Linux 2.0●

Develop the practical skills required to master multiple tools in the Kali Linux 2.0 toolkit●

Who This Book Is For

If you are already working as a network penetration tester and want to expand your knowledge of web
application hacking, then this book tailored for you. Those who are interested in learning more about the Kali
Sana tools that are used to test web applications will find this book a thoroughly useful and interesting guide.

What You Will Learn

Set up your lab with Kali Linux 2.0●

Identify the difference between hacking a web application and network hacking●

Understand the different techniques used to identify the flavor of web applications●

Expose vulnerabilities present in web servers and their applications using server-side attacks●

Use SQL and cross-site scripting (XSS) attacks●

Check for XSS flaws using the burp suite proxy●

Find out about the mitigation techniques used to negate the effects of the Injection and Blind SQL attacks●

In Detail

Kali Linux 2.0 is the new generation of the industry-leading BackTrack Linux penetration testing and
security auditing Linux distribution. It contains several hundred tools aimed at various information security
tasks such as penetration testing, forensics, and reverse engineering.

At the beginning of the book, you will be introduced to the concepts of hacking and penetration testing and
will get to know about the tools used in Kali Linux 2.0 that relate to web application hacking. Then, you will
gain a deep understanding of SQL and command injection flaws and ways to exploit the flaws. Moving on,
you will get to know more about scripting and input validation flaws, AJAX, and the security issues related
to AJAX.

At the end of the book, you will use an automated technique called fuzzing to be able to identify flaws in a
web application. Finally, you will understand the web application vulnerabilities and the ways in which they
can be exploited using the tools in Kali Linux 2.0.



Style and approach

This step-by-step guide covers each topic with detailed practical examples. Every concept is explained with
the help of illustrations using the tools available in Kali Linux 2.0.
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From reader reviews:

Rene Defeo:

Have you spare time to get a day? What do you do when you have a lot more or little spare time? That's why,
you can choose the suitable activity with regard to spend your time. Any person spent their spare time to take
a move, shopping, or went to the actual Mall. How about open or maybe read a book entitled Web
Penetration Testing with Kali Linux - Second Edition? Maybe it is to be best activity for you. You know
beside you can spend your time along with your favorite's book, you can wiser than before. Do you agree
with their opinion or you have different opinion?

Carla Spiegel:

Spent a free a chance to be fun activity to complete! A lot of people spent their sparetime with their family,
or all their friends. Usually they undertaking activity like watching television, going to beach, or picnic from
the park. They actually doing same every week. Do you feel it? Do you need to something different to fill
your free time/ holiday? Could possibly be reading a book is usually option to fill your totally free time/
holiday. The first thing that you will ask may be what kinds of reserve that you should read. If you want to
consider look for book, may be the publication untitled Web Penetration Testing with Kali Linux - Second
Edition can be good book to read. May be it can be best activity to you.

Erick Graf:

People live in this new time of lifestyle always make an effort to and must have the extra time or they will
get lot of stress from both way of life and work. So , when we ask do people have time, we will say
absolutely yes. People is human not a robot. Then we inquire again, what kind of activity are there when the
spare time coming to an individual of course your answer will probably unlimited right. Then do you ever try
this one, reading textbooks. It can be your alternative in spending your spare time, often the book you have
read will be Web Penetration Testing with Kali Linux - Second Edition.

Delilah Jordan:

Do you like reading a publication? Confuse to looking for your best book? Or your book has been rare? Why
so many query for the book? But almost any people feel that they enjoy with regard to reading. Some people
likes reading, not only science book but additionally novel and Web Penetration Testing with Kali Linux -
Second Edition or others sources were given know-how for you. After you know how the truly great a book,
you feel want to read more and more. Science reserve was created for teacher or perhaps students especially.
Those books are helping them to increase their knowledge. In additional case, beside science publication,
any other book likes Web Penetration Testing with Kali Linux - Second Edition to make your spare time
more colorful. Many types of book like this.
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